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CCHE Lotter regarding tha interception of communications botwean Julian Assango
and his lawyors

Dear b5, Patal,

Tha Caouncil of Bar and Law Secigtios ol Eurapa [CCBE) mprosents the bars and law societios
ol 45 counfries, and through them maore than 1 million European lawyers, The CCBE Is
recoanisad as tho vaice of Eurapoan [awyers, represanting Eumopean Bars and Law Socialms
in thair comman interests boafora Europaan and ather international InstAutions.

The CCBE has taken notice of the eriminal proceedings undertakan In Spain aganst David
Morales Guillén, inter alia tor crimes which have aflegedly been faclialed as a resull of
survaillanco undertaken, at his direction, lawyor-client communications = relation fo Julian
Paul Assange during his stay In the embassy of Ecuadaor.

Mr. Morales was the CEQ of the security company LG Glabal which was commissionad o
provide socurly al the ambassy of Ecuador in London, o which Mr. Assange was rasdont,
having been grantad politic asylum.

Therm is subsiantial evidence that, whilst he was resident In the embassy, Kr. Assange was
subjecied o constant survoillance by means of secunty cameras, and also by means of
microphones which had bean secretly and illegally installed by UC Global, Video and audio
materal proving such survelllance has been made avaliable to pumalsis and has been
published in saveral nowspapers and TV channals. Thes surved@ance included conversabons
betwaen Mr, Assange and his [nwyers. This consttutes an egrageaus breach of Mr, Assange's
fights, undar Spanish and Ecuadornan Law to maintain tha secrecy af his communicatons and
discussions with his lawvyers and, under English and US law, to asser Legal Professional
Privilege in connsction with those communications and discussions

There is lunhar substantial evidence thai UC Global has transmiied thes illegally produced
mtanal = including conversations between Mr, Assange and his lawyers — (o an actor or 8cioes
associatod with the inteligence community in the United States.
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Details of these allegations are o be fouend hera:
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In this context, the CCBE draws attention (o the CCBE Recommaendmons on the profgction

of chent confidentialily within the conlaxt of survaillance activities, which sets oul @ number of
standards that must be wphald in arder o ensura ot the lundamental rights of prolessionol
secrecy and leqgal protassional prl'.lile-gﬂ- are not undemméned by practces undartaken by the
state imvolving tha intercaption of communicotions and access 1o lawyers’ dota for the purpose
of surveillance and/ar law enforcement.

One particutar aspact which the CCBE would wish ta highlight is that mos1 legal systems share
a common undarsianding that, it tha nght of the citizen 1o safeguard the confidentality of legal
communications, which is to say, the right of the citizen 1o be protected against any divulging
o hia'har communications with hisher lawyer, were (o bo denied, people may be denied
gccess o legal advice and 10 justico, Prolessional sacrocy and legol prolessional pivilege are
thus seen as instfuments by which access 1o justice and the mamtenance of the rule of law
can be guoroniecd.

In view of thesa facts and the ongoing proceedings against Mr. Assange belore ihe courts of
the United Kingdam seeking his extradiion tothe USA, the CCBE exprasses its daep concem.
It takes the following position:

#  According to the junsprsdancs of 1ha Eurepaan Court af Hurman Rights, material which
is potentially covered by professional secrecy amoys the helghtened profecton of
griicle 8 of the Ewrepean Convoention o Hurman Rights. Addibonally, Bwyor-clion
communications in elation (o contenious proceedings (whathar criminal or civil) also
enjoy protaction under Aficle 6 ECHR concerning tha right ta a fair trial. Articla G rights
(unlike aricle 8 righls) are ahsolule in the sense that limitations or derogatons cannot
be applied (zee pages 13-16 CCBE recommendatons). In particular, though
considerations of nmional secunty mighl fall to be baolanced against tha righl fo
confidantiality wndar article 8, 1he right 10 a fair trial (o which Professional Secracy and
Legal Professional Privilege is an essential component) under article & is an absolule
right, @nd prevails against all oihar considerations, including conslderations of national
sECUrity,

+ Any intercoptod material chianed without judicial authorsation and in vialation with of
the principle of professional secrecy or legal professional privilege should be ruled
imadmissible ina court of law and be requined to be destroyed.

+ Al government authortias which have been found 10 have been underiaking unkawiul
survedlance activities should be made liable to having sancions emposed upon them,

= There is serious concarn that tha ilegal recordings ol communication belween A,
Aszanga and his lawyoers which wara oblainod in mannes riderred 10 above and which
may be In the possession of the security senvicas in the Uinited Stales may be — apenly
o secrelly — used in tha criminal procesdings agalnst ki, Assangs in tha event that he
t5 extraditod 1o the USA.

+ In ihose circurmnstances, and |n the consequent absence of any conlidenca that the
information obtainod by the unlawlul surveillance of Mr. Assanga's communicabons



wilh his [awyers will ned be used sither In @ny trial of Mr Assange, or to nform tha
decisions and aclions of the US prosecuting authorities {even [f nat avertly reied upon
a5 avidence In the tral), the extradiion of Mr. Assange o the USA would inevitably
lzad 1o a serious infrection of his fundamental human right o a fair tral.

The CCBE welcomes the concem already expressed by Her Mgesty's Govemment (HMG) for
the maintenance of the Human Rights of accused persons i that HWG has aleady sought
and received assurances from the Government of the United States that, | extradsbed, M,
Assanga will not face the death penatly, and would encourage HMG to maintain its
commisment to human rights and the rele of law by seeking similar assurances thal, ware M,
Assange o be exdradited, no use would ba made af any materal obMained through the unfawiul
survelllance of legally privileged communicalions betwaen Mr., Assangse and his lawyers.

The CCBE would shserve that such assurancos would nead 10 extend bayond an assurance
that such material would not be presented to the court In the lorm of svidence o include also
an assurance that knowledge af such communications (or, in any wisa, knowledga of the
contant of such communications) would not bo made available 10 the proseculods i any such
trial.

The CCBE would further chserve thal f such evidence were presented to the Count or such
informaotion becoma known (o proseculors, there would be on imemediable breach of A,
Assange’s fundamental night to a fair trial wnder anicle 6 of the Eurapean Convention on
Human Rights and, o due process undar tha US ConsGtution.

Yours faithfully,
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Ranke Palicand
CCRE Fresident



